= DAI

Egypt - Economic Governance Activity (EGA)
Request for Quotation (RFQ)

No. RFQ-BET-22-0003

SIMULTANEOUS EGYPTIAN ARABIC/ENGLISH TRANSLATION DURING A TWO-
WEEK STUDY TOUR IN WASHINGTON, D.C AND NEW YORK CITY Issue Date:
11t of April 2022

WARNING: Prospective Offerors who have received this document from a source other than the (Egypt
Economic Governance Activity, Cairo-Egypt), should immediately contact (ProcurementEGA@dai.com) and
provide their name and mailing address in order that amendments to the RFQ or other communications can
be sent directly to them. Any prospective Offeror who fails to register their interest assumes complete
responsibility in the event that they do not receive communications prior to the closing date. Any
amendments to this solicitation will be issued and shared with all offerors respectively.




1. Synopsis of the Request for Quotation

DA, the implementer of the USAID-funded Economic Governance Activity (EGA), invites qualified
vendors to submit quotations to supply and deliver Simultaneous Translation Services (English to
Egyptian Arabic) for a 2-week Study Tour. The Study Tour will be split into two weeks: One week in
Washington, D.C., and another in New York, as follows:

1. RFQ No. RFQ-BET-22-0003
2. lIssue Date 11 April 2022
3. Title SIMULTANEOUS EGYPTIAN ARABIC/ENGLISH TRANSLATION
DURING A TWO-WEEK STUDY TOUR IN WASHINGTON, D.C AND
NEW YORK CITY
4. Issuing Office & Egypt - Economic Governance Activity (EGA) Project
Email/Physical Address for DAI Global LLC
Submission of Quotes 7600 Wisconsin Ave, Suite 200
Bethesda, MD 20814
5. Anticipated Award Type Firm Fixed Price Purchase Order.

Issuance of this RFQ in no way obligates DAI to award a
subcontract or purchase order and Bidders will not be reimbursed
for any costs associated with the preparation of their quote.

6. Basis for Award An award will be made to the responsible bidder whose bid is
responsive to the terms of the RFQ and is most advantageous to
DA, considering price or/and other factors included in the RFQ.
To be considered for award, bidders must meet the requirements
identified in Section 12, “Determination of Responsibility”. No
discussions or negotiations are permitted with bidders, and
therefore bidders shall submit their best and final price.

DAI conducts business under the strictest ethical standards to assure fairness in competition, reasonable
prices and successful performance or delivery of quality goods and equipment. DAI does not tolerate
corruption, bribery, collusion, or conflicts of interest. Any requests for payment or favors by DA
employees should be reported as soon as possible to ethics@dai.com or by visiting
www.dai.ethicspoint.com. Further, any attempts by an offeror or subcontractor to offer inducements to
a DAl employee to influence a decision will not be tolerated and will be grounds for disqualification,
termination, and possible debarment. See provision No. 17 for more details.


mailto:ethics@dai.com
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2. Request for Quotation

7.

General Instructions
to Bidders

e Proposals are due Tuesday, April 19, 2022, by 5PM EST. Late offers
will be rejected except under extraordinary circumstances at DAI’s
discretion.

e Bidders shall submit quotes electronically to
SubmissionsEGA@dai.com

¢ Include a statement that the vendor fully understands that their
quote must be valid for a period of 90 days.

e Bidders shall sign and date their quotation.

e Bidders shall complete Attachment A: Price Schedule template.

Questions Regarding
the RFQ

Each Bidder is responsible for reading very carefully and understanding
fully the terms and conditions of this RFQ. All communications regarding
this solicitation are to be made solely through the Issuing Office and
must be submitted via email or in writing and delivered to the Issuing
Office no later than the date specified above. All questions received will
be compiled and answered in writing and distributed to all interested
Bidders.

Technical
Specifications and
requirements for
Technical
Acceptability

1. 11 days of Egyptian Arabic/English simultaneous translation. Two
translators are required for a total of 22 days of labor.

2. Equipment rental of simultaneous portable equipment (10 receivers,
10 matching headsets, 2 transmitters, 2 matching microphones, a
hard-shell equipment suitcase for transport, and extra batteries)

3. Event dates are from Monday, May 16 until Friday May 20 in
Washington DC. Sunday May 22 the team will travel to New York
City and translation services will be needed on Sunday May 22
through Friday May 27 in New York City.

10.

Prohibited Technology

Bidders MUST NOT provide any goods and/or services that utilize
telecommunications and video surveillance products from the following
companies: Huawei Technologies Company, ZTE Corporation, Hytera
Communications Corporation, Hangzhou Hikvision Digital Technology
Company, Dahua Technology Company, or any subsidiary or affiliate
thereof, in compliance with FAR 52.204-25.

11.

Determination of
Responsibility

DAl will not enter into any type of agreement with a vendor prior to

ensuring the vendor’s responsibility. When assessing a vendor’s

responsibility, the following factors are taken into consideration:

1. Provide copies of the required business licenses to operate in the
United States of America.

2. Evidence of an Unique Entity ID (SAM)(explained below and
instructions contained in the Annex).

3. The source, origin and nationality of the services are not from a
Prohibited Country (explained below).

4. Ability to comply with required or proposed delivery or performance
schedules.
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12. Geographic Code

e Under the authorized geographic code for its contract DAl may only
procure goods and services from the following countries.

e Geographic Code 937: Goods and services from the United States, the
cooperating country, and "Developing Countries" other than
"Advanced Developing Countries: excluding prohibited countries. A
list of the "Developing Countries" as well as "Advanced Developing
Countries" can be found at:
http://www.usaid.gov/policy/ads/300/310maa.pdf and
http://www.usaid.gov/policy/ads/300/310mab.pdf respectively.

e DAI must verify the source, nationality and origin, of goods and
services and ensure (to the fullest extent possible) that DAI does not
procure any services from prohibited countries listed by the Office of
Foreign Assets Control (OFAC) as sanctioned countries. The current
list of countries under comprehensive sanctions include: Cuba, Iran,
North Korea, Sudan, and Syria. DAl is prohibited from facilitating any
transaction by a third party if that transaction would be prohibited if
performed by DAL

e By submitting a quote in response to this RFQ, Bidders confirm that
they are not violating the Source and Nationality requirements and
that the services comply with the Geographic Code and the exclusions
for prohibited countries.

13. Unique Entity ID
(SAM)

All U.S. and foreign organizations which receive first-tier subcontracts/
purchase orders with a value of $30,000 and above are required to
obtain an Unique Entity ID (SAM)prior to signing of the agreement.
Organizations are exempt from this requirement if the gross income
received from all sources in the previous tax year was under $300,000.
DAl requires that Bidders sign the self-certification statement if the
Bidder claims exemption for this reason.

For those required to obtain an Unique Entity ID (SAM)you may request
Attachment C: Instructions for Obtaining an Unique Entity ID (SAM)For
those not required to obtain an Unique Entity ID (SAM), you may request
Attachment D: Self-Certification for Exemption from Unique Entity ID
(SAM)Requirement

14. Compliance with
Terms and Conditions

Bidder shall be aware of the general terms and conditions for an award
resulting from this RFQ. The selected Bidder shall comply with all
Representations and Certifications of Compliance listed in Attachment B.

15. Anti-Corruption and
Anti-Bribery Policy and
Reporting
Responsibilities

DAI conducts business under the strictest ethical standards to assure
fairness in competition, reasonable prices and successful performance or
delivery of quality goods and equipment. DAI does not tolerate the
following acts of corruption:

e Any requests for a bribe, kickback, facilitation payment or gratuity in
the form of payment, gift or special consideration by a DAI employee,
Government official, or their representatives, to influence an award
or approval decision.
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e Any offer of a bribe, kickback, facilitation payment or gratuity in the
form of payment, gift or special consideration by an offeror or
subcontractor to influence an award or approval decision.

e Any fraud, such as misstating or withholding information to benefit
the offeror or subcontractor.

¢ Any collusion or conflicts of interest in which a DAI employee,
consultant, or representative has a business or personal relationship
with a principal or owner of the offeror or subcontractor that may
appear to unfairly favor the offeror or subcontractor. Subcontractors
must also avoid collusion or conflicts of interest in their
procurements from vendors. Any such relationship must be disclosed
immediately to DAl management for review and appropriate action,
including possible exclusion from award.

These acts of corruption are not tolerated and may result in serious
consequences, including termination of the award and possible
suspension and debarment by the U.S. Government, excluding the
offeror or subcontractor from participating in future U.S. Government
business.

Any attempted or actual corruption should be reported immediately by
either the offeror, subcontractor or DAI staff to:

e Toll-free Ethics and Compliance Anonymous Hotline at
(US.) +1-503-597-4328
e Hotline website — www.DAl.ethicspoint.com, or
e Email to Ethics@DAl.com
e USAID’s Office of the Inspector General Hotline at
hotline@usaid.gov.
By signing this proposal, the offeror confirms adherence to this standard
and ensures that no attempts shall be made to influence DAl or

Government staff through bribes, gratuities, facilitation payments,
kickbacks or fraud. The offeror also acknowledges that violation of this
policy may result in termination, repayment of funds disallowed by the
corrupt actions and possible suspension and debarment by the U.S.
Government.
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1.1 Attachment A: Price Schedule

Item Item Name Specifications Quantity Unit Total
Number Price Price
1 Egyptian Monday May 16 2

Arabic/English Tuesday May 17 translators
simultaneous Wednesday May 18
translation services | Thursday May 19
Friday May 20
Sunday May 22
Monday May 23
Tuesday May 24
Wednesday May 25
Thursday May 26
Friday May 27
2a Equipment rental of | Receivers and matching 10
simultaneous headsets
portable equipment
2b Equipment rental of | Transmitters and matching 2
simultaneous microphones
portable equipment
2¢c Equipment rental hard shell equipment 1
of simultaneous suitcase for transport and
portable equipment | oy15 hatteries)




We, the undersigned, provide the attached quote in accordance RFQ # dated

Our attached quote is for the total price of (figure
and in words)
| certify a validity period of ___days for the prices provided in the attached Price Schedule/Bill of
Quantities. Our quote shall be binding upon us subject to the modifications.

We understand that DAl is not bound to accept any quotes it receives.

Authorized Signature:
Name and Title of Signatory:
Name of Firm:
Address:
Telephone:
Email:
Company Seal/Stamp:



1.2 Attachment B: Representations and Certifications of Compliance

1.

10.

11.

12.

Federal Excluded Parties List - The Bidder Select is not presently debarred, suspended, or determined
ineligible for an award of a contract by any Federal agency.

Executive Compensation Certification- FAR 52.204-10 requires DA, as prime contractor of U.S. federal
government contracts, to report compensation levels of the five most highly compensated subcontractor
executives to the Federal Funding Accountability and Transparency Act Sub-Award Report System (FSRS)

Executive Order on Terrorism Financing- The Contractor is reminded that U.S. Executive Orders and U.S.
law prohibits transactions with, and the provision of resources and support to, individuals and organizations
associated with terrorism. It is the legal responsibility of the Contractor/Recipient to ensure compliance with
these Executive Orders and laws. Recipients may not engage with, or provide resources or support to,
individuals and organizations associated with terrorism. No support or resources may be provided to
individuals or entities that appear on the Specially Designated Nationals and Blocked persons List
maintained by the US Treasury (online at www.SAM.gov) or the United Nations Security Designation List
(online at: http://www.un.org/sc/committees/1267/ag_sanctions_list.shtml). This provision must be included
in all subcontracts/sub awards issued under this Contract.

Trafficking of Persons — The Contractor may not traffic in persons (as defined in the Protocol to Prevent,
Suppress, and Punish Trafficking of persons, especially Women and Children, supplementing the UN
Convention against Transnational Organized Crime), procure commercial sex, and use forced labor during
the period of this award.

Certification and Disclosure Regarding Payment to Influence Certain Federal Transactions — The Bidder
certifies that it currently is and will remain in compliance with FAR 52.203-11, Certification and Disclosure
Regarding Payment to Influence Certain Federal Transactions.

Organizational Conflict of Interest — The Bidder certifies that will comply FAR Part 9.5, Organizational
Conflict of Interest. The Bidder certifies that is not aware of any information bearing on the existence of any
potential organizational conflict of interest. The Bidder further certifies that if the Bidder becomes aware of
information bearing on whether a potential conflict may exist, that Bidder shall immediately provide DAIl with
a disclosure statement describing this information.

Business Size and Classification(s) — The Bidder certifies that is has accurately and completely identified its
business size and classification(s) herein in accordance with the definitions and requirements set forth in
FAR Part 19, Small Business Programs.

Prohibition of Segregated Facilities - The Bidder certifies that it is compliant with FAR 52.222-21, Prohibition
of Segregated Facilities.

Equal Opportunity — The Bidder certifies that it does not discriminate against any employee or applicant for
employment because of age, sex, religion, handicap, race, creed, color or national origin.

Labor Laws — The Bidder certifies that it is in compliance with all labor laws.

Federal Acquisition Regulation (FAR) — The Bidder certifies that it is familiar with the Federal Acquisition
Regulation (FAR) and is in not in violation of any certifications required in the applicable clauses of the FAR,
including but not limited to certifications regarding lobbying, kickbacks, equal employment opportunity,
affirmation action, and payments to influence Federal transactions.

Employee Compliance — The Bidder warrants that it will require all employees, entities and individuals
providing services in connection with the performance of a DAl Purchase Order to comply with the provisions
of the resulting Purchase Order and with all Federal, State, and local laws and regulations in connection with
the work associated therein.

By submitting a quote, bidders agree to fully comply with the terms and conditions above and all applicable U.S.
federal government clauses included herein and will be asked to sign these Representations and Certifications
upon award.
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1.3 Attachment C: Self Certification for Exemption from Unique Entity ID (SAM)

Self-Certification for Exemption from Unique Entity ID (SAM)

For Subcontractors and Vendors

Legal Business Name:

Physical Address:

Physical City:

Physical Foreign Province (if
applicable):

Physical Country:

Signature of Certifier

Full Name of Certifier (Last Name,
First/Middle Names):

Title of Certifier:

Date of Certification (mm/dd/yyyy):

The sub-contractor/vendor whose legal business name is provided herein, certifies that
we are an organization exempt from obtaining an Unique Entity ID (SAM), as the
gross income received from all sources in the previous tax year is under USD
$300,000.

*By submitting this certification, the certifier attests to the accuracy of the
representations and certifications contained herein. The certifier understands that s/he
and/or the sub-contractor/vendor may be subject to penalties, if s/he misrepresents
the sub-contractor/vendor in any of the representations or certifications to the Prime
Contractor and/or the US Government.

The sub-contractor/vendor agrees to allow the Prime Contractor and/or the US
Government to verify the company name, physical address, or other information
provided herein. Certification validity is for one year from the date of certification.



1.4 Attachment D: Instructions for Obtaining a Unique Entity ID (SAM)

INSTRUCTIONS FOR OBTAINING AN Unique Entity ID (SAM)
DAI'S VENDORS, SUBCONTRACTORS & GRANTEES

Note: There is a Mandatory Requirement for your Organization to Provide an Unique Entity ID (SAM) to DAI

. SUBCONTRACTS/PURCHASE ORDERS: All domestic and foreign organizations which receive first-tier
subcontracts/ purchase orders with a value of $30,000 and above are required to obtain an Unique Entity ID (SAM)
prior to signing of the agreement. Your organization is exempt from this requirement if the gross income received
from all sources in the previous tax year was under $300,000. Please see the self-certification form attached.

1. MONETARY GRANTS: All foreign entities receiving first-tier monetary grants (standard, simplified and FOGs)
with a value equal to or over $25,000 and performing work outside the U.S. must obtain an Unique Entity ID (SAM)
prior to signing of the grant. All U.S. organizations who are recipients of first-tier monetary grants of any value are
required to obtain an Unique Entity ID (SAM); the exemption for under $25,000 applies to foreign organizations only.

NO SUBCONTRACTS/POs ($30,000 + above) or MONETARY GRANTS WILL BE SIGNED BY DAl WITHOUT PRIOR
RECEIPT OF AN UNIQUE ENTITY ID (SAM).

Note: The determination of a successful offeror/applicant resulting from this RFP/RFQ/RFA is
contingent upon the winner providing an Unique Entity ID (SAM)to DAI. Organizations who fail to
provide an Unique Entity ID (SAM) will not receive an award and DAl will select an alternate
vendor/subcontractor/grantee.

Background:

Summary of Current U.S. Government Requirements - Unique Entity ID (SAM)

Effective April 4, 2022, entities doing business with the federal government will use the Unique
Entity Identifier (SAM) created in SAM.gov. The Unique Entity ID (SAM) is a 12-character
alphanumeric value managed, granted, and owned by the government. This allows the
government to streamline the entity identification and validation process, making it easier and
less burdensome for entities to do business with the federal government.

Entities are assigned an identifier during registration or one can be requested at SAM.gov without
needing to register. Ernst and Young provides the validation services for the U.S. Government.
The information required for getting an Unique Entity ID (SAM) without registration is minimal. It
only validates your organization's legal business name and address. It is a verification that your
organization is what you say it is.

The Unique Entity ID (SAM) does not expire.
Summary of Previous U.S. Government Requirements - DUNS

The Data Universal Numbering System (DUNS) is a system developed and managed by Dun and
Bradstreet that assigns a unique nine-digit identifier to a business entity. It is a common standard
world-wide and was previously used by the U.S. Government to assign unique entity identifiers.
This system was retired by the U.S. Government on April 4, 2022 and replaced with the Unique
Entity Identifier (SAM). After April 4, 2022 the federal government will have no requirements for
the DUNS number.




If the entity was registered in SAM.gov (active or inactive registration), an Unique Entity ID (SAM)
was assigned and viewable in the entity registration record in SAM.gov prior to the April 4, 2022
transition. The Unique Entity ID (SAM) can be found by signing into SAM.gov and selecting the
Entity Management widget in your Workspace or by signing in and searching entity information.

Instructions detailing the process to be followed in order to obtain an Unique Entity ID
(SAM) for your organization begin on the next page.

THE PROCESS FOR OBTAINING AN UNIQUE ENTITY ID IS OUTLINED BELOW:

1. Have the following information ready to request an Unique Entity ID (SAM)

d.

Legal Business Name

b. Physical Address (including ZIP + 4)

C.

SAM.gov account (this is a user account, not actual SAM.gov business
registration).
i. As a new user, to get a SAM.gov account, go to www.sam.gov.
1. Click “Sign In” on the upper right hand corner.
2. Click on “Create a User Account”

United S

U LOGIN.GOV .m_SAM.GOV

sam.gov is using Login.gov to allow
you to sign in to your account safely
and securely.

Email address

Show password

Password

’}l SNR NN pecot & ]



http://www.sam.gov/

3. Choose Account Type:

a. Create an Individual User Account to perform tasks
such as register/update your entity, create and
manage exclusion records or to view FOUO level data

for entity records.

b. Create a System User Account if you need system-to-
system communication or if performing data transfer
from SAM to your government database system.
Complete the requested information, and then click

“Submit.”

4. Click “DONE” on the confirmation page. You will receive an
email confirming you have created a user account in SAM.
5. Click the validation link in the email that contains the
activation code within 48 hours to activate your user
account. If the email link is not hyperlinked (i.e., underlined
or appearing in a different color), please copy the validation
link and paste it into the browser address bar. You can now
register an entity.
NOTE: Creating a user account does not create a
registration in SAM, nor will it update/renew an existing
registration in SAM.
2. Once you have registered as a user, you can get an Unique Entity ID by selecting

the “Get Started” button on the SAM.gov home page.

Home Search Data Bank Data Services Help

I SAM.cov:

The Official U.S. Government System for:

Contract Opportunities

was fbo.gov

Contract Data

Reports ONLY from fpds.gov

Wage Determinations

was wdol.gov

Federal Hierarchy

Departments and Subtiers

Assistance Listings

was cfda.gov

Entity Information

Entity Registrations, Disaster Response
Registry, Entity UEI and Exclusions
Entity Reporting

SCR and Bio-Preferred Reporting

"' F Official U.S. Government Website

\ 100% Free

NEW

Register Your Entity or Get a Unique
Entity ID

Get Started

Renew Entity

@ Check Registration Status

3. Select “Get Started” on the Getting Started with Registration page.



EE an official website of the United States government Here's how you know v
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Home  Search  DataBank  DataServices  Help

. . . . I Entity Information Home
Getting Started with Registration
This the official U.S. government website for entity registration. Entity registration is FREE.
Before You Get Started [wew]
Before you start your registration, there are a few steps you must complete first. Register Your Entity or Get a
Review these steps to help ensure you set aside enough time to complete your g . Y
registration. Umque Entlty ID

Register your entity or get a Unique Entity ID to

get started doing business with the federal
1 government.

@ Request a DUNS Number I Renew Entity I
All entities wishing to do business with the federal government must have a unique
entity identifier (UEI). Currently, the DUNS number, which is a unique nine-character @ Check Registration Status

identification number provided by Dun & Bradstreet (D&B) free of charge, is the
official UEI D&B assigns UEI (DUNS) for each physical location of a business.
Requesting a UEI (DUNS) takes about 10 minutes. Receiving a UEI (DUNS) takes 1-2
business days (under normal circumstances) when using the D&B web form.

Go to D&B web form &2

4. Select “Get Unique Entity ID” on the Get Started page.
< Entity Management

Get Started

Register Entity

An entity registration allows you to bid on government contracts and apply for federal assistance. As part of entity
registration, we will assign you a Unique Entity ID (SAM).

Comprehensive and current entity information is an essential part of the federal award process, It is important to prepare
your information and allow sufficient time to understand and accurately complete your registration. You only need to
complete and manage it here to remain eligible for federal awards.

You must renew your registration every 365 days for it to remain active.

fiet Unqu_e Entlty 1D (

SAM) _ . ‘ ‘
Hyouony conduct ot oy ; ; : S ‘

5. Enter Entity Information.
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Enter Entity Information Validate Information Request UEI Receive UEI

a. If you previously had a DUN Number, make sure your Legal Business
Name and Physical Address are accurate and match the Entity
Information, down to capitalization and punctuation, used for DUNS
registration.
6. When you are ready, select “Next”
7. Confirm your company’s information.

Enter Entity Information Validate Information Request UEI Receive UEI

3 4

a. On this page you will have the option to restrict the public search of this
information. “Allow the selected record to be a public display record.” If
you uncheck this box, only you and the federal government users will be
able to search and view the entity information and entities like DAI will
not be able to independently verify that you have an Unique Entity
Identifier (SAM).

Allow the selected record to be a public display record.

If you feel displaying non-sensitive information like your registration status, legal business name and
physical address in the search engine results poses a security threat or danger to you or your
organization, you can restrict the public viewing of you record in SAM’s search engine. However, your
non-sensitive registration information remains available under the Freedom of Information Act to
those who download the SAM public data file, Learn more about SAM public search results 2,

© &® Os

Previous Cancel Next

8. When you are ready, select “Next”

9. Once validation is completed, select “Request UEI” to be assigned an Unique
Entity ID (SAM). Before requesting your UEI (SAM), you must certify that you are
authorized to conduct transactions under penalty of law to reduce the likelihood
of unauthorized transactions conducted for the entity.



Enter Entity Information Validate Information Request UEI Receive UEI

4

Request UEI

You have completed validation. Select Request UEI to be assigned a Unique Entity ID.

VERIFIED MATCH:

US TEST COMPANY 999 « public

UNIQUE ENTITY ID:
362267515

PHYSICAL ADDRESS
3501 CORPORATE PKWY

CENTER VALLEY, PA 18034
us

10.The Unique Entity ID will be shown on the next page. SAM.gov will send an email
confirmation with your Unique Entity ID.



Enter Entity Information Validate Information Request UEI Receive UEI

Receive UEI

Congratulations! You have been assigned the following Unique Entity ID.

EH4HGOMLR7Q6

VERIFIED MATCH:

US TEST COMPANY 999 » public

UNIQUE ENTITY ID:
362267515

['sAM | UNIQUE ENTITY 1D
EHAHGIMLR7Q6

PHYSICAL ADDRESS

3501 CORPORATE PKWY
CENTER VALLEY, PA 18034
us

11.1f you need to view the Unique Entity ID from SAM in the future or update the
organization’s information, sign into SAM.gov and go to “Entity Management”
widget.



2 SAM.Gov

Home  Search  DataBank  DataServices  Help

Workspace
Entity Management
What do | need for registration?
Entity Registration
Co '
(o) 0 (o)
ACTIVE DRAFT WORK IN SUBMITTED

PROGRESS
Next Update Due: | Duein Next 30 days: 0 Entity Registrations

Unique Entity ID

=] 8 P & signout

m*m sn-d%dm rgum

Pending Requests
No pending requests
See All
Notifications
No available notifications
See All

Add A New Role



1.5 Attachment E: Mandatory Flowdown Clauses from the EGA Task Order and the PFM II
IDIQ

H.17 DISCLOSURE OF INFORMATION

Contractors are reminded that information furnished under this solicitation may be subject to disclosure
under the Freedom of Information Act (FOIA). Therefore, all items that are confidential to business, or
contain trade secrets, proprietary, or personnel information must be clearly marked. Marking of items
will not necessarily preclude disclosure when the U.S. Office of Personnel Management (OPM or the
Government), determines disclosure is warranted by FOIA. However, if such items are not marked, all
information contained within the submitted documents will be deemed to be releasable.

(a) Any information made available to the Contractor by the Government must be used only for the
purpose of carrying out the provisions of this contract and must not be divulged or made known in any
manner to any person except as may be necessary in the performance of the contract.

(b) In performance of this contract, the Contractor assumes responsibility for protection of the
confidentiality of Government records and must ensure that all work performed by its subcontractors
will be under the supervision of the Contractor or the Contractor’s responsible employees.

(c) Each officer or employee of the Contractor or any of its subcontractors to whom any Government
record may be made available or disclosed must be notified in writing by the Contractor that
information disclosed to such officer or employee can be used only for a purpose and to the extent
authorized herein and that further disclosure of any such information, by any means, for a purpose or to
an extent authorized herein, may subject the offender to criminal sanctions imposed by 19 U.S.C. 641.
That section provides, in pertinent part, that whoever knowingly converts to their use or the use of
another, or without authority, sells, conveys, or disposes of any record of the United States or whoever
receives the same with intent to convert it to their use or gain, knowing it to have been converted, will
be guilty of a crime punishable by a fine of up to $10,000, or imprisoned up to ten years, or both.

H.18 COMPLIANCE WITH THE TRAFFICKING VICTIMS PROTECTION REAUTHORIZATION ACT

The U.S. Government may terminate this contract agreement, without penalty, if the Contractor or any
subcontractor, (i) engages in severe forms of trafficking in persons or has procured a commercial sex act
during the period of time that the contract is in effect, or (ii) uses forced labor in the performance of the
contract agreement.

H.25 ELECTRONIC AND INFORMATION TECHNOLOGY ACCESSIBILITY (APRIL 2018)
(a) Definitions

“Information and Communication Technology (ICT) means information technology and other
equipment, systems, technologies, or processes, for which the principal function is the creation,
manipulation, storage, display, receipt, or transmission of electronic data and information, as well as any



associated content. Examples of ICT include, but are not limited to: computers and peripheral
equipment; information kiosks and transaction machines; telecommunications equipment; customer
premises equipment; multifunction office machines; software; applications; Web sites; videos; and,
electronic documents. (Appendix A to Part 1194 — Section 508 of the Rehabilitation Act)

(b) Federal agencies are required by Section 508 of the Rehabilitation Act of 1973, as amended (29
U.S.C. 794d), to offer access to information and communication technology for disabled individuals
within its employment, and for disabled members of the public seeking information and services. This
access must be comparable to that which is offered to similar individuals who do not have disabilities.
Standards for complying with this law are prescribed by the Architectural and Transportation Barriers
Compliance Board ("The Access Board"). The contractor must comply with any future updates of
standards by the Access Board.

36 CFR 1194 implements Section 508 of the Rehabilitation Act of 1973, as amended, and is viewable at
http://www.access-board.gov/sec508/508standards.htm.

(c) Except as indicated elsewhere in the contract, all ICT procured through this contract must meet the
applicable accessibility standards at 36 CFR 1194 as follows:

e 1194.21 Software applications and operating systems

e 1194.22 Web-based intranet and Internet information and applications

e 1194.23 Telecommunications products 1194.24 Video and multimedia products
e 1194.25 Self-contained, closed products

e 1194.26 Desktop and portable computers

e 1194.31 Functional performance criteria

e 1194.41 Information, documentation, and support

(d) Deliverable(s) must incorporate these standards as well.

(e) The final work product must include documentation that the deliverable conforms with the Section
508 Standards promulgated by the US Access Board.

(f) The Contractor must comply with 508 standards, and any changes needed to conform to the
standards will be at no additional charge to USAID.

H.27 MEDIA AND INFORMATION HANDLING AND PROTECTION (APRIL 2018)
(a) Definitions. As used in this special contract requirement-

“Information” means any communication or representation of knowledge such as facts, data, or
opinions in any medium or form, including textual, numerical, graphic, cartographic, narrative, or
audiovisual. This also includes but not limited to all records, files, and metadata in electronic or
hardcopy format.


http://www.access-board.gov/sec508/508standards.htm

“Sensitive Information or Sensitive But Unclassified” (SBU) means information which warrants a degree
of protection and administrative control and meets the criteria for exemption from public disclosure set
forth under Sections 552 and 552a of Title 5, United States Code: the Freedom of Information Act and
the Privacy Act, 12 FAM 540 Sensitive but Unclassified Information (TL;DS61;10-01-199), and 12 FAM
541 Scope (TL;DS-46;05-26-1995). SBU information includes, but is not limited to: 1) Medical, personnel,
financial, investigatory, visa, law enforcement, or other information which, if released, could result in
harm or unfair treatment to an individual or group, or could have a negative impact upon foreign policy
or relations; and 2) Information offered under conditions of confidentiality, arising in the course of a
deliberative process (or a civil discovery process), including attorney-client privilege or work product,
and information arising from the advice and counsel of subordinates to policy makers “Media” means
physical devices or writing surfaces including but not limited to magnetic tapes, optical disks, magnetic
disks, Large Scale Integration (LSI) memory chips, and printouts (but not including display media) onto
which information is recorded, stored, or printed within an information system.

(b) This special contract requirement applies to the Contractor and all personnel providing support
under this contract (hereafter referred to collectively as “Contractor”) and addresses specific USAID
requirements in addition to those included in the Federal Acquisition Regulation (FAR), Privacy Act of
1974 (5 U.S.C. 552a - the Act), E- Government Act of 2002 - Section 208 and Title Ill, Federal Information
Security Management Act (FISMA), the Health Insurance Portability and Accountability Act of 1996
(HIPAA, Pub. L. 104-191, 110 Stat. 1936), the Sarbanes-Oxley Act of 2002 (SOX, Pub. L.107-204, 116 Stat
745), National Institute of Standards and Technology (NIST), Federal Information Processing Standards
(FIPS) and the 800-Series Special Publications (SP), Office of Management and Budget (OMB)
memorandums, and other laws, mandates, or executive orders pertaining to the development and
operations of information systems and the protection of sensitive information and data.

(c) Handling and Protection. The Contractor is responsible for the proper handling and protection of
Sensitive Information to prevent unauthorized disclosure. The Contractor must develop and implement
policies or documentation regarding the protection, handling, and destruction of Sensitive Information.
The policy or procedure must address at a minimum, the requirements documented in NIST 800-53
Revision 4 or the current revision for Media Protection Controls as well as the following:

(1) Proper marking, control, storage and handling of Sensitive Information residing on electronic media,
including computers and removable media, and on paper documents.

(2) Proper security, control, and storage of mobile technology, portable data storage devices, and
communication devices.

(3) Proper use of FIPS 140-2 compliant encryption methods to protect Sensitive Information while at rest
and in transit throughout USAID, contractor, and/or subcontractor networks, and on host and client
platforms.

(4) Proper use of FIPS 140-2 compliant encryption methods to protect Sensitive Information in email
attachments, including policy that passwords must not be communicated in the same email as the
attachment.



(d) Return of all USAID Agency records. Within five (5) business days after the expiration or termination
of the contract, the contractor must return all Agency records and media provided by USAID and/or
obtained by the Contractor while conducting activities in accordance with the contract.

(e) Destruction of Sensitive Information: Within twenty (20) business days after USAID has received all
Agency records and media, the Contractor must execute secure destruction (either by the contractor or
third party firm approved in advance by USAID) of all remaining originals and/or copies of information or
media provided by USAID and/or obtained by the Contractor while conducting activities in accordance
with the contract. After the destruction of all information and media, the contractor must provide USAID
with written confirmation verifying secure destruction.

(f) The Contractor shall include the substance of this special contract requirement in all subcontracts,
including this paragraph (f).

(End)



